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Presentation Time:
This presentation should take around 25 - 30min.
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Founded in 2001

Privately heldHQin Romania
Enterprise HQn Santa Clara, USA
Consumer HQn Bucharest, RO
1300+staff globally

650+developers and engineers, emphasis on machine learning and artificial
intelligence
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Protecting oveb00 Millionusers

Bitdefender at a glance
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InnovatiorHed culture instilled by Tecfocused management team

Unrivalled track record of developing industry firsts Bitdefender has highest percentage of R&D staffi!)
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Security for Virtualized Environments {SVE)
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Memory introspection
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R&D spent 28 Heaven for
Hypervisor introspection 2014-1TE R&D talent

v

pending

L
#

.,,,
L Y e
I ro -'0.
, - , .
N |
(-t Froertt

SRS,




BITDEFENDER TEST

ALERTS Dashboard

I Dashboard

History

¢ New Version 4.7.1! RedSocks is becoming part of Bitdefender. The MTD is now called Network Traffic Security Analytics, but it's the same product, with new colors. You can read the press release here.
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Last 24 Hours  Last Week @2,0 Last Month (Marks In UTC) | Al Data

Only active realms are taken in account to produce statistics (0 realms muted currently)

Analysis Per Device
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\/ Export alerts (CSV)

Lﬁﬂl There are 49 alerts raised since Sat, 26 Jan 2019 16:45, when history was last cleared.

Alerts from 26 Jan 2019 until now From All realm(s)

Threat level All

0’ SatJan 26 2019 120686 (5 Domain BitDefender 78:e7:d1:8c:b3:f4 172.17.3.12 184.168.221.104
16:59:27 Parker DC HVA

Q’ SatJan 26 2019 120684 (5 Domain  BitDefender 18:a9:05:54:e7:90 172.17.3.13 141.8.224.221
16:58:35 Parker DC HVA

O SatJan 26 2019 120681 o Sinkhole BitDefender 78:¢7:d1:8c:a2:b0 172.17.3.15 148.81.111.121
16:58:02 DC HVA

|0 Sat Jan 26 2019 120685 o URL BitDefender 78:7:d1:93:86:2a 172.17.3.11 70.40.217.137
16:57:08 blacklist DC HVA

O, SatJan 26 2019 120682 o URL BitDefender . 18:a9:05:54:e7:90 172.17.3.13 70.40.217.137
16:56:21 blacklist DC HVA

0’ SatJan 26 2019 120678 (5 Domain BitDefender 78:27:d1:93:86:2a 172.17.3.11 204.11.56.48
16:56:06 Parker DC HVA

0 SatJan 26 2019 120677 (2 Mining BitDefender . 00:0c:29:53:7b:4d 10.0.1.69 217.182.164.9
16:56:02 Pool SKO LAB

0’ SatJan 26 2019 120680 (2 Mining BitDefender . 78:e7:d1:de:9c:d8 172.17.3.14 217.182.164.9
16:55:57 Pool DC HVA

O’ SatJan 26 2019 120683 o URL BitDefender 78:e7:d1:de:9c:d8 172.17.3.14 23.102.27.88
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€f Show flow data

Alert Details

ID: 120685

Description: RSMIT - Redir Trojan URL Request -
hxxp://corporacion3d.com/media/jui/js/jquery.min.js?
5f7e34b129351845dcab12031a850163

Time: 2019-01-26 16:57:08 (CET)

Category: URL blacklist

Threat level: 1

Protocol: TCP

Data Source

Exporter IP address: ::ffff:5be5:3cb2
Observation domain ID: 12

Source

IP address: 172.17.3.11 (ip-172-17-3-11.eu-central-1.compute.internal)
MAC address: 78:e7:d1:93:86:2a (Hewlett-Packard Company)
Port: 49172

Destination

IP address: 70.40.217.137 (box2130.bluehost.com)
Port: 80



Every day, the AV-TEST Institute registers over 350,000 new malicious programs (malware) and Melnpmm of Android malware
potentially unwanbed applications (PUA). These are examined and classified according to thelr
characteristics and saved. Visualisation programs then transform the results into diagrams that
can be updated and produce current malware statistics.
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Development of Mac0S malware
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