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Bitdefender at a glance 

• Founded in 2001 

• Privately held, HQ in Romania 

• Enterprise HQ in Santa Clara, USA 

• Consumer HQ in Bucharest, RO 

• 1300+ staff globally 

• 650+ developers and engineers, emphasis on machine learning and artificial 
intelligence 

• Offices in 9 Countries.  24 country partners & over 5,000 VARs & 2,000 MSP’s 

• Protecting over 500 Million users 
 



Innovation-led culture instilled by Tech-focused management team  



Latest addition to Bitdefender’s product portfolio: NTSA 



Latest addition to Bitdefender’s product portfolio: NTSA 









Dark Net 
Hidden Services 
ToR 
Malware as a Service 
CryptoCurrency 
Remote Access Trojan 
Online Drugs 
Firearms 
Grenades 
Pornography 
Escrow Services 

BotNets 
Ransomware 
Hacking Services 
DDoS Services 
Anonymity  
Encryption 
Criminals 
Burners 
MONEY 





The Internet of Threats 



Breaking into a household 101 
…the old way 

• Break into WiFi | sniff traffic | break into laptop/phone/table | profit 
• Plant malware into laptop/tablet/phone | profit 
• Hijack upstream connections (after router) | break into laptop/tablet/phone | profit 

 
A somewhat limited attack surface 





Vulnerability Categories 

denial of service execute code overflow gain privileges bypass a restriction or similar 

obtain information memory corruption cross site scripting directory traversal sql injection 

Execute Code ['denial of service' Overflow http response splitting ['denial of service'] 

Gain privileges Memory corruption Obtain Information 'overflow'] csrf 

'execute code'] 'execute code' 'obtain information'] 

DOS RCE 

Overflow 

Findings 
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Ask us anything :)  

abalan@bitdefender.com & @jaymzu 
acosoi@bitdefender.com & @catalincosoi 
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